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ABSTRACT

In recent years, advances in digital technologies have created significant changes in the way we reproduce, distribute and market intellectual property (IP).  Digital media can now be exploited by the IP owners to develop new and innovative business models for their products and services.  The lowered cost of reproduction, storage and distribution, however, also invites much motivation for large-scale commercial infringement.  In a world where piracy is a growing potential threat, the rights of the IP owners can be protected using three complementary weapons:  Technology, legislation, and business models.  Because of the diversity of IP (ranging from ebooks to songs and movies), no single solution is applicable to the protection of multimedia products in distribution networks.
IP is created as a result of intellectual activities in the industrial, scientific, literary and artistic fields.  It is divided into two general categories:  (1)  Industrial property - includes inventions (patents), trademarks, industrial designs, and geographic indications of source, and (2) Copyright - includes literary and artistic works such as novels, poems and plays, films, musical works, artistic works such as drawings, paintings, photographs and sculptures, and architectural designs.    
A digital home network is a cluster of digital audio/visual (A/V) devices including set-top boxes, TVs, VCRs, DVD players, and general-purpose computing devices such as personal computers.  Copyrighted digital multimedia content may be delivered to the consumers from a number of sources including the Internet, and satellite, terrestrial or cable television systems.  It may also be made available as prepackaged media (e.g., a digital tape or a digital video disc) at retail stores.  Before releasing their content for distribution, the content owners may require protection by specifying certain access conditions and digital rights.  Although legal institutions exist for protecting intellectual property, complimentary technical measures are needed to sustain financial returns and to ensure incentives for new creations.  Recently, two fundamental groups of technologies, encryption and watermarking, have been identified for protecting copyrighted multimedia content in digital distribution networks. Encryption-based technologies transform content into unintelligible form.  This transformation, being reversible in nature, allows perfect recovery of content before consumption.  Technologies based on watermarking embed data directly into content, resulting in imperceptible degradation in visual quality. 

End-to-end security is the most critical requirement for the creation of new digital markets where copyrighted content is a key product.  Three major industries have a vital interest in this problem: The motion picture industry, the consumer electronics (CE) industry, and the information technology (IT) industry.  This tutorial is an overview of the work done for protecting the content owners’ investment in intellectual property.  After an introduction to copyright and copyright industries, we examine how the technological, legal, and business solutions help maintain the incentive to supply the lifeblood of the markets.
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DURATION OF THE TUTORIAL:   Full-day

A/V EQUIPMENT REQUIREMENTS:   LCD Projector

DESCRIPTION OF THE TARGET AUDIENCE:   
NEW INDUSTRY ENGINEER LEVEL - Basic understanding of multimedia communications, computer networks and the Internet.

OBJECTIVES OF THE TUTORIAL:  

To understand the need and complexity of multimedia content protection, and to learn about the approaches and techniques used for protecting multimedia elements in digital distribution systems such as satellite, cable and terrestrial television networks, the Internet and home networks.
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